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ÁCapture The Flag competition 
ÁApplication Security 
ÁWorldwide 

 

 

 

 
Á http://csawctf.poly.edu/ 

Á http://www.poly.edu/csaw 

http://csawctf.poly.edu/
http://www.poly.edu/csaw


ÁInsecure platform 
ÁToo much attack surface 
ÁOutdated software 
Á7Å ÄÏÎȭÔ ×ÁÎÔ ÔÏ ÇÅÔ Ï×ÎÅÄȦ 



ÁLinux 
ÁBugs exist in code 
ÁAnything that has attack surface is vulnerable 
ÁExploitation cost can be manipulated 

 
 



ÁMake it really fucking hard to land an exploit 



Memory Corruption 

Integer Manipulation 

Uncontrolled Format String 

Memory Mismanagement 

Race Condition 

Smashing the Stack 

Return To Library 

Return Oriented Programming 

Global Offset Table Overwrite 

Use After Free 



 



Á-D_FORTIFY_SOURCE=2 

ÁBounds checking on dangerous function calls 
Á http://gcc.gnu.org/ml/gcc-patches/2004-09/msg02055.html 

Á http://isisblogs.poly.edu/?p=205 

 

Á-Wformat -Wformat-security 
Á-Werror=format-security 

ÁUncontrolled format string detection 
Á http://gcc.gnu.org/onlinedocs/gcc-4.6.0/gcc/Warning-Options.html 
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ÁStack canaries 

Á-fstack-protector-all 

ÁPush word onto stack before return address 

 

 

 

 

 
Á http://gcc.gnu.org/onlinedocs/gcc-4.6.0/gcc/Optimize-Options.html 
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ÁPrevents data from being treated as code 
ÁHardware and kernel support 

 

 

 

 

 
Á http://people.redhat.com/mingo/exec-shield/ANNOUNCE-exec-shield 

Á http://pax.grsecurity.net/ 
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ÁShared libraries are compiled PIC 

Á-fpic -fPIC -shared 

 

 

 

 
Á http://gcc.gnu.org/onlinedocs/gcc-4.6.0/gcc/Code-Gen-Options.html#Code-Gen-Options 

Á http://tldp.org/HOWTO/Program-Library-HOWTO/shared-libraries.html 

Á http://www.gentoo.org/proj/en/hardened/pic-internals.xml 

Á http://www.gentoo.org/proj/en/hardened/pic-guide.xml 
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ÁStack, Heap, Libraries 
ÁLoaded dynamically into random at runtime 

Ákernel.randomize_va_space = 2 

 

 

 

 
Á http://people.redhat.com/mingo/exec-shield/ANNOUNCE-exec-shield 

Á http://pax.grsecurity.net/ 
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ÁBinaries can be compiled PIE 

Á-pie -fpie 

 

 

 

 

 
Á http://gcc.gnu.org/onlinedocs/gcc-4.6.0/gcc/Code-Gen-Options.html#Code-Gen-Options 

Á http://gcc.gnu.org/ml/gcc-patches/2003-06/msg00140.html 
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Á.got always mapped to same memory location 
ÁGOT dynamically updated during runtime 
ÁAn attacker can overwrite GOT entries 



ÁInternal sections mapped before other sections 
ÁInternal sections mapped read-only 

Á-Wl,-z,relro,-z,now 

Á.got  .dtors  .dynamic 

ÁDynamic linker resolves all symbols at start 
ÁColloquially known as RELRO 

 

 
Á http://tk-blog.blogspot.com/2009/02/relro-not-so-well-known-memory.html 
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Ágrsecurity kernel patch 
ÁPaX 

 

 

 

 

 
Á http://grsecurity.net/ 

Á http://pax.grsecurity.net/ 

http://grsecurity.net/
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Áchecksec.sh 
Ápaxtest  

 

 

 

 

 

 
Á http://www.trapkit.de/tools/checksec.html 

http://www.trapkit.de/tools/checksec.html


ÁLocations of randomized sections are secret 
 
ÁIf an attacker can obtain a piece of memory 

ÁAn attacker can calculate the random offset 



Stack Smashing Stack Canary 
Stack Canary 

Bypass 
Heap 

Exploitation 

No eXecute Bit 
Return To 
Library 

Position 
Independent 

Code / Address 
Space Layout 

Randomization 

Global Offset 
Table Overwrite 

RELocation 
Read-Only 

Return Oriented 
Programming 

Position 
Independent 
Executable 

Memory 
Disclosure 



Actually, no. 
ÁOur protections are based on exploits that 

leverage known memory locations 
 

But we achieved something 
ÁA weaponized vulnerability for a release 

version of software we used would not land 



ÁMake it really fucking hard to land an exploit 

Protected from 
Jon Oberheide 



ÁMake it really fucking hard to land an exploit 

Protected from 
@SecureTips 


