Using Social Networks to Find, Profile and
Own Your Victims!
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@DaveMarcus

Director Security Research, McAfee Labs

Founding Keyholder

Unallocated Space

A Maryland Hackerspace
Maryland TOOOL Headquarters
Learn. Teach. Party.
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Agenda

= Privacy
= Open Source Intelligence

= Profiling, pownage and ownage
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Privacy — Yeah Right

» Zero History is Impossible
* Overshare

« Data Permanence

« Using OSINT




What is OSINT?

Wikipedia Definition




Forms of OSINT

Wikipedia Definition




Our Needed OSINT Toolset




Good Reconnaissance Pays Dividends

Finding Open Source Intelligence In Social Media
and Networks

S Dave Marcus
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Senior Natural Search Analyst at iCrossing

Brighton, United Kingdom = Online Media
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hat did we learn about Dan?

« OS and Applications

* His Hobbies, Likes, Dislikes and Political Opinions
* His Employment History
* His CURRENT Address and Places He Has Lived

* His CURRENT Phone Number

* His Friends and Contacts




How do we put it into action??

= Build out dossier of intended target based on
reconnaissance

Find and Identify Weaknesses
Find and Identify Strengths
Find and Identify Politics

Identify and Craft Social
Engineering Lures

Own Them
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But where can I get a cool
dossier or social

engineering worksheet???
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I Why at @unallocated of course!

OSINT Dossier and Social Engineering Worksheet
Full Name:
DOB:
Place of Birth:
Current Address:
Education Level and Schools Attended:
Current Job and Role:
Marital Status and Disposition:
Twitter Profile:

* Most Common Tweet Topics
* Most Common Tags Used

Linkedin Profile:
* Professional Group Affiliations and Memberships
FaceBook Profile:

* Friends, Affiliations and Groups
* Most Common Topics

http://mcaf.ee/807b6
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Questions??
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What can we do?’

* Develop “healthy skepticism”

« Get to know your application settings COMPLETELY

« Get to know your devices COMPLETELY

» Get to know your device settings COMPLETELY

 Decide your level of transparency and comfort

 Take action and change behavior

* Tell and show others
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