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Agenda	
  

§  Privacy	
  	
  

§  Open	
  Source	
  Intelligence	
  

§  Profiling,	
  p0wnage	
  and	
  0wnage	
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Privacy – Yeah Right 

•  Zero History is Impossible 

•  Overshare 

•  Data Permanence 

•  Using OSINT 



What is OSINT? 

Open source intelligence (OSINT) is a form of intelligence 
collection management  that involves finding, selecting, 
and acquiring information from publicly available sources 
and analyzing it to produce actionable intelligence. In the 
intelligence community  (IC), the term "open" refers to 
overt, publicly available sources (as opposed to covert or 
classified sources); it is not related to open-source 
software or public intelligence. 

Wikipedia Definition 



OSINT includes a wide variety of information and sources: 
 
    * Media: newspapers, magazines, radio, television, and computer-based information. 
 
    * Web-based communities and user generated content: social-networking sites, video 
sharing sites, wikis, blogs, and folksonomies. 
 
    * Public data: government reports, official data such as budgets, demographics, 
hearings, legislative debates, press conferences, speeches, marine and aeronautical 
safety warnings, environmental impact statements and contract awards. 
 
    * Observation and reporting: amateur airplane spotters, radio monitors and satellite 
observers among many others have provided significant information not otherwise 
available. The availability of worldwide satellite photography, often of high resolution, on 
the Web (e.g., Google Earth) has expanded open source capabilities into areas formerly 
available only to major intelligence services. 
 
    * Professional and academic: conferences, symposia, professional associations, 
academic papers, and subject matter experts. 

Forms of OSINT 

Wikipedia Definition 



Our Needed OSINT Toolset 

•  We need a tool to mine the data, trends and topics that 
our victims are talking about 

•  PicFog -  Images 

•  Mine Twitter, LinkedIn, Digg, etc… 
 
•  We need these tools for “FREE” 



Good	
  Reconnaissance	
  Pays	
  Dividends	
  
§  Finding	
  Open	
  Source	
  Intelligence	
  In	
  Social	
  Media	
  
and	
  Networks	
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The	
  Strange	
  Case	
  of	
  “Dan”	
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The Strange Case of Dan 
Redux…… 



The Case of Dan and LOIC 



What	
  did	
  we	
  learn	
  about	
  Dan?	
  

•  OS and Applications 

•  His Hobbies, Likes, Dislikes and Political Opinions  

•  His Employment History 

•  His CURRENT Address and Places He Has Lived 

•  His CURRENT Phone Number 

•  His Friends and Contacts 



How	
  do	
  we	
  put	
  it	
  into	
  action??	
  

§  Build	
  out	
  dossier	
  of	
  intended	
  target	
  based	
  on	
  
reconnaissance	
  

	
  
� Find	
  and	
  Identify	
  Weaknesses	
  

� Find	
  and	
  Identify	
  Strengths	
  

� Find	
  and	
  Identify	
  Politics	
  

� Identify	
  and	
  Craft	
  Social	
  
Engineering	
  Lures	
  

� Own	
  Them	
  
	
   June 23, 2011 13 



But	
  where	
  can	
  I	
  get	
  a	
  cool	
  
dossier	
  or	
  social	
  

engineering	
  worksheet???	
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Why	
  at	
  @unallocated	
  of	
  course!	
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http://mcaf.ee/807b6 



Questions??	
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What	
  can	
  we	
  do?	
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•  Develop “healthy skepticism”  

•  Get to know your application settings COMPLETELY 

•  Get to know your devices COMPLETELY  

•  Get to know your device settings COMPLETELY 

•  Decide your level of transparency and comfort 

•  Take action and change behavior 

•  Tell and show others 


