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TRIED & OBSERVED
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QUICK RECAP (I PROMISE

)
Z
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TOORCON SAN DIEGO 2008
6TS 12
DEFCON 17
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INFLIGHT WIFI, SO WHATY

EXACTLY, JUST A BIG-ASS FLYING
HOTSPOT

FOR THE BASICS, LIKE.

SEAA RANT
MAIR-GROUND (BASIC) INFO

BIGROUND BACKBONE (BASIGC) INFO
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HTTP.//WWW.VIMEOQ.COM/63108311
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Celebrty Rehab

Mot a single Celebrity, just rehab.




WHAT 'S “NEW”?

MORE FLIGHTSHE= BORED
HOTSPOT SERVICE

ENUMERATION
sliDEVICES

SHM(ALL OF THE ABOVE TOGETHER)
GROUND NETWORK &

COOL SHI1T / FUNNY STORIES




7. Privacy and Security

7.1
Privacy. Use of the Service is also governed by our Privacy Policy (located at http:/Anwwwy
reference.

7.2

Security. Neither Aircell nor Airline guarantees security. If you use the Service to access your
your use complies with your organization’s internal information technology and security proced
filter, or restrict by any means, any materials or information (including but not limited to email:
restrictions set forth in this Agreement, including, but not limited to those activities that may sub

7.3

Acknowledgement of Filtering and Restriction of Access to 11 ography or Other Off
agree that Aircell may, as a necessary incident of providing the Service, or as required or per
use any advanced blocking technologies and other technical, administrative or logical means
uses, materials or information (including but not limited to emails) that we consider to be a
Agreement, including, but not limited to, those activities that may subject Aircell or its customers
filthy, excessively violent, pornographic, harassing, or otherwise objectionable.

back to top
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HOME  SUMMARY ABOUT FAG  EONTACT

Logyed in &z edusrdo | Edit | L

NETWORK A8 REPORT

GLOBAL AS11167 (IN-TOUCH-IN-FLIGHT)

View: Activity | Sources | Malicious Servers BACKGROUND
Dutput: Prict | ZML | CSY ASH: AST1167 (IN-TOUCH-IN-FLIGHT)
ACTIVITY (past 24 hours) Country: B s (United States)
[ SCANS l ATTACKS DoS Organization: AjrCell LLE:
Registry: AR
Mar 2010
1 FEER HETWORKS
ASH
as
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1590 1000 000 2200 | Fo0 4a0 o goo 1000 13m0 14@0
Man 15
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Cther 0B 0.0%
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AmericanAirlines
Home Sign O

contact Gogo
about

terms of use
privacy policy

@2010 Aircall. All Fights reserved. G
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Wielcome to Gouﬂr@ on American Airlines!
Choose a pass to get started,

The page you attempted to view cannot be accessed il you purchase sendice,

Gogo Mobile Flight Pass
$7.95

Connect using your mobile device during this flight.
View Details

-.i'

Gogo 30 Day Pass
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View Details
BLY

Hawve an active session?
SIGN IN
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i sfo-dfw. pcap - Wireshark

o [ A et o R

File Edit Miew Go Capture Analvze Statistics  Telephomy  Tools  Help

B oW e EEXEE Aa¢sanTL(EEQRQQARN ¥PW % B
Filker: :(!{eth.dst== IZID:24:9F:I::EI:?:::42]I]I&&!l{eth.src==_IZIIZIE:'9F:I:|EI:?|::42]I | * Expression... Clear Apply

M, Tirne Source Destination Protocal - Infa

FTR
PTR
AN

1= o bl o T A e
a1rpurt tq

sStandard guery

MORS
: Standard query

additional RRs: 0
= Ahswers
E dtouch-de-cgil.local:

type A, class IM,

Mame: Jtouch-de-cgil. local
Type: A (Host address)
L0000 0000 0000 0001 = Class: IMW (Ox0QOCL)

erars vavann wenen weenn =eCacheiFlush: True
Time to Tive: 2 minutes
Data length: 4

Addr: 172.15.131.144

0000 0L 00 52 00 00 fh 00 26 bb b%S 28 of 08 00 45
0010 00 F75 6d 97 00 00 £f 11 3d 41 ac 13 83 90 e0
0020 00 fh 14 e9 14 e9 00 61 af 9c 00 00 84 00 0O
0030 00 02 00 00 00 00 O 69 74 &F 75 63 65 2d &4
0040  2d 83 67 69 6c 05 6c 6F 63 8l 6c 00 00 01 B0
0050 00 00 00 Y8 00 04 ac 12 BE 90 03 31 324 34 03
0060 33 31 02 31 39 03 31 3F 32 0F 69 fe 2d 61 &4
QoyYo F2 04 61 Y2 Y0 61l 00 00 Oc 80 0L 00 00 00 VB
Qo8B0 02 <O Oc

cache flush,

oo
oo
oo
65
ol
31
6
oo

addr 172.15.131.144

—cgi1 T e

L1441
31. 19 17 2.49n-add
r.arpa.



DM ST an:
z ¥ - 3,131, MDMS Stand:
'l.! g 19,131,

MONS Stand:
MDMNS Stand.
MOMNS Stand:

24.253044 177.106.13 :
24. 253455 tedd: gle: Edff fefi:e

Answer RRz: 4
Authority RR=: O
additional rRRs: 1
= ANswers
# Cindy-Dunbars-macBook.local: tType aaaa, class IM, cache flush, addr fe80::6le:ed4ff:fef3
H E.A.E. 0.3, F.E.F.FuFvd.68: E. L 6. 0.0, 0.0, 0.0, 0.0,0.0.0.0,0.0.8. E. Foipeaarpa: type PTR, £la
=% Cindy-Dunbars-mMaceook. Tocal: type A, class IW, cache flush, addr 172.1%.131.147
) 147.131.19.172.in-addr.arpa: type PTR, class IW, cache flush, Cindy-Dunbars-macBook. loc
= Add1t1una1 records
# Cindy-Dunbars-MacBook. Tocal: type NSEC, <lass IN, cache flush, next domain name Cindy-D
0000 01 Q0 Se 00 00 Th 04 le 64 f3 Oe ae 08 00 45 00  ..A..... HesniaiiEl
0010 00 fe dl 3a 00 00 £ 11 d% 11 ac 13 83 93 e0 00 Loy
Q020 00 Th 14 e% 14 g9 00 ea T8 &F 00 00 84 00 00 00 ........ Ciovan..

0030 00 04 00 00 00 01 15 43 69 ge 64 79 2d 44 75 62 L...... C indy-Dun
0040 62 61 72 73 2d 4d 61 63 42 af af ab 05 6c 6f 63 bars-mac Book.loc
0050 61 ac 00 00 1c 8O 01 00 00 00 F8 00 10 fe B0 00 @ | s e e
0060 00 00 00 00 00 08 1le 64 ff fe 3 O0e ae 01 45 01 ....... T 2
ooyo 41 01 45 01 20 01 33 01 46 01 45 01 46 01 46 01 A.E.0.3. F.E.F.F.
gos0 45 01 34 01 36 01 45 01 31 01 36 01 30 01 50 01 Eidibaks EibiPals
go9o 30 01 0 01 30 01 50 01 30 01 >0 01 30 01 0 01 0.0.0.0, 0,0,0,0,
00at 30 01 30 01 30 01 30 01 38 01 45 01 46 03 69 70 0.0.0.0. 8.E.F.1p
O0kh0 36 04 61 72 7O 61 00 00 0Oc B0 01 Q0 Q0 00 78 00 Al e i g

goco 02 <0 0 CO 0OC 00 01 80 01 00 00 00 78 00 04 ac ........ v
00do 13 83 93 03 31 34 37 03 31 33 31 02 31 39 03 31 -.o.147.151.15.1



 3245.381245 . ""'19 131 151 LMMR .Star‘u:i.'a‘r‘d q
0. 2591146 224, 0, 0 IE

150 24,253450 eS0T 6la OALriTersie TTo2: Th . _étémdﬁnd e

= queries
E _appletv-pair._tcp.local: type PTR, class IM, "gM" question
F _appletv. _tcp.local: type PTR, class IN, "OM" guestion
# _daap._tcp.local: Type PTR, <Class IN, "om" guestion
# _touch-remote._tcp.local: type PTR, <lass IM, "om" gquestion
# _raop._tcp.local: type PTR, class IN, "OM" guestion
= ANSwears
= _daap._tcp.local: type PTR, <lass IM, Hedushka._daap._tcp. local
Mame: _daap._tcp.local
Type: PTR [Dumain name pointer)

jlalald]
W10
020
W30
w040
w050
a0
070
1080
jial=ln]
a0

g
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Information Security Think Tank
Blog Archive  &bout Porfolio Cortact Home: The Cutfit  The Metwork: Search

NAME (MDNS) POISONING ATTACKS INSIDE THE LAN
published: Januarny 23d, 2008 W WEBSECURIFY

“How egaly Js for gitackers to compromise the LAN T Answer Wery easy With a few simple tricks, attackers can easily
poison the local name resolution systerm for the machines inside a given LAN. Network Devices and Apple products are
mostvulnerable among others of course.

fest your web aoos with websecunifly appiig
feating runtime
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frowr the creators of GNUCITIE EN s Drin

.. Hakiri - Hacker Lifestyle
L spinHunters - Reputation Security
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2 OWebzecurify - web application security testi
. Metzecurify - network security testing rundi
.. Blogzecurify - social media security intistive
L mecutls - security news services

.. Secapps - security applications

s the GNUCTTIZEN Nehwork for e cormy
external projects,

RECEMNT FOSTS

. Hacking Linksys [P Cameras (pt 8]
Codnemap w030 0 nowy out!

. Qld-zchool Remote Command Exec Yulnerak
o Bkydive

.. Free Web Application Security Testing Toal
co0f Sec Cons and Magstripe Gift Cards

L CWE-2009-1151: phphdyAdmin Remote Code
. Hacking Linksys [P Cameras (pt 2




*® DmniPeek Personal - [Capture 1]

[~ g~

| = capture
: Packet=z
Liog
" Fitters
’— Expert
Py Hierarchy
Flat
X Application
’— Visuals
: Peer Map
Graphz
= Statistics
: Modes
Protocols
SUmmaty
’— Wireless
: VL AN
- Channels
Zignal
Upgrade

| Packets received: |
Packets filtered: |

@ File  Edit Miew Capture Send Momitor  Tools  Sindow  Help

PEARE &% T ISEMWYT = B Q0B
55,059 | Memory usage: | 70 | ———

55089 Filter state:| ¢= | Accept ol packets.

|__Flows analyzed: 801 Flows recycled: | 876 &, @

_ Events detected: | 1,542 |  Packets dropped: | 0 e e 5

Flow ID Client fddr Client Port Server Addr Server Pork
877 17219131 153 1504 BE.205.21525 hittps:
878 1721913 2 M2a 17219131 153 etebacs
879 1721813 .2 325 17218131153 aeroflight-acds
830 1721913 .2 328 17219131153 ot-zerveradmin
831 1721913 2 328 17219431153 nery
852 1721913 .2 325 17218131153 ¥RNZ
883 1721913 .2 325 17218131153 top
B84 1721913 .2 328 17219131153 zlinky=earch
885 17219131153 1517 75130180185 hitps
SE6 172.19.131.152 49159 girkorne. gogaintlight .com hitp
ga7 17219131152 43160 girborne. gogoinflight .com http
S88 17219131152 49161 airborne . gogointlight .com http
889 17219131 152 49158 T4E114111 imagp
890 17219131153 1521 249157221 hitps
891 17219131153 15185 24.91.57 .2 57399
892 47219131153 1525 72240296157 hittps
893 1721913 155 1220 weebmail cosaine .com hitps
94 17219131153 1515 12518336129 hittgy
895 17219131153 1511 204 210249145 hittg
896 17219131 153 1509 BE.205.215.25 hittgy
897 17219131153 1522 72240206157 B35S0
895 17219131153 1513 63.41.210.65 hittgy
899 17219131153 1524 24 .91.57 2 hittpy
00 17219131 153 1516 75130180185 7389

_ EventSummar_l,li Ewvent Ln:n_g_\:'_ NEDe_taiIE:__

| Entries:| 1542

Layer Event = Zounk

&P Data Link Broadocast Starm 903

& Application DRE Slow Response Time 1

i) Application HTTP Client Errar 1

Packets

ey R P et S VT et St S S Vb B et RO L AT A 1 oy o i I o et oyt S I Wttt Sl )

Ewtes
a5
a0
a0
a0
a0
a0
30
a0

172
6,591
1,132

188

85
g6
a6
36
Ta

123

114

104

a6

104

276

86

Skark
19:33:03.479
19:33:04 035
19:33:04 055
19:33:04 085
19:33:04 088
19:33:04.0535
19:33:04.0589
19:33:04.089
19:33:05.642
19:33:05.743
19:33:05.551
19:33:05.904
19:33:07.129
19:33:07.671
19:33:05.91
19:33:09.751
19:33:10.535
19:33:11.025
19:33:11.023
19:33:11.023
19:33:11.023
19:33:11.023
19:33:12.230
19:33:12.934

Fin
19:33:03..
19:53304 .0
189:3304.0
19:3304.0
19:33:04.0
19:3304.0
19:3304.0
19:3304.0
19:33:08.F
19: 33061
19:3306.1
19:33055
19:33:07 1
19: 3307 E
19:3305.5
19:3309.;
19:3310.%
18933110
18:3311.0
19:3311.0
19:3311.0
1833110
1893312
19:33125



@ Cipher Swite: 4
@ Compresszion Method: i
= '.i" 55L w3 Becord Layer

551 RSA WITH RC4 128 MDS

@ Content Type: FF Handshake
@ Verzsion: 3.1 TLE 1.0
@ Length: 210z (lemgik is larger thdf remlining size of paakeak)
=-F Handshake
@ Handshake Type: 11 Certificate
@ Length: Foos
=-F Certificates
@ List Length: 2095 (Certificetse date is bigger tham lewgil spac)
=-§ Certificate
@ Length: Ox0004aF
f Version[0]: Z Versiom &
@ Serial HNumber: OxlDCO3ESDEEZD 2324702072 EF27AQ0LICTC
E-Y Algorithm:
& oID: {1.2.840_113E49.1_.1_E5}
@ Description: isc
= '.i-' Iz=zuer
= '.i_ Iszsuer:
@ 0ID: {z_E.4_10}
@ Description: itu-isa
@ Name: Werifigm Trust Network
= '.i" Izszuer:
@ 0ID: {E.E_4_11}
@ Description: itu-isa
@ Name: Terifign, Inc.
= '.i" Izszuer:
& oI1ID: {E.5_.4_11}
@ Description: itu-isc
@ Name: Verifign International Serwer CA - Class 3
= '.i" Issuer:
& oI1ID: {E.5_.4_11}
Ii IDezscription: itu-isc

J00:

88 02 2ZC 00 20 4C ES 50 02 BO 00 23 05

0 5C 64 00 EO 4B 22 296 D3 20 52 00 OO0 23 Aa 03 C



@ Line 4: =?xml wersion="1.0" encoding="UTF-8"?r<CR>LF>TA0>

@ Line &: =WIAPAccessGatewayParan xmlhs:xsi="http: /. w3 org/2001 /-ILSchena-instance" xs
@ Line i:noNamespaceSchemalocation="http: ffairborne. gogoinflight  con/static/xsd/MISPACC
@ Line essatewayParam. xsd" < CR>LE><TAD »TAER =

@ Line &: “ProxyrsCRFLE A TAD o TAR o TAD =

@ Line 7: “MessageTyperll0< / MessageTyper< R LA TAR S TAD o TAR =

@ Line %: “NextURL=http: ffairborne . gogoinflight . comsabp fpage/abpRoaning . do< MNextURL>< CR =0 L0 TAR = TAL = TAL =
@ Line 9: =RBesponseCoder-z00= ResponseCode < CR > LI TAL o TAR =< TALD =

@ Line 10: =Delayr b=/ /Delay-< R L TAR = TA0 >

@ Line 11: < ProxyEcCR s L s TAD =

@ Line 12: =fWMIBPAccessGatewayParans>=CR> LI TAL >

@ Line 132: ——r s CRE e CR e L

@ Line 14: “meta http-equiwv=REFRESH content="0;URL=http: /fairborne. gogoinflight. com/abp/ /pagy
& Line efconnecting. dotabpfly=E" =< CR=LE>

@ Line 15: <HEAD == CR =< LF>

@ Line 16: =TITLErConnecting to Ground. </ TITLE=<CR>»<LIx

@ Line 17: < /HEAD =< CR=< LEF>

@ Line 13: “Zsoript type="text/Sjavascript"roCRSCLEE

@ Line 13: war secs<CRFLEF

@ Line 20: war timerID = null-CR=CLEF

@ Line 21: war timerPunning = false<CR=<LI=

@ Line 22: war delay = l000<CR><LF>

Ii Line 23: function InitializeTimer ()< CR=>LE>

@ Line 24: {wCRmzLE=

@ Line 25: secs = 1E0<CR»<LE>

@ Line 26: StopTheClock () <CR=><LF>

@ Line 27: ErarcTheTimer | ) <CR>» LFx

@ Line 23: }oCRmsLEE

@ Line 23: function StopTheClock () <CR>LEx

@ Line 30: {wCRxzLE=

@ Line 31: if iftimerPunning)<CRE0 LI

@ Line 32: clearTimeout (timerID) < CR=c L=

@ Line 332: timerPunning = false<CR=><LE>

@ Line 34: R LES

@ Line 35: function StartTheTimer | )<CR=><LE>

@ Line 36: {<CR=cLE=

@ Line 37: if {szecs

=

-

C5 - Frame Check Sequence




Hiars [ Sedw] [P T T 5§ FIGEW

Packets
Log Mode - - Tokal Bytes % _ Total Bytes Packet
= Expert IP-172.19.134.2 0.183% 1 22,980
Hisrarchy IP-172.19.131.255 0.058% _ 7,293
Flat IP-172.19.131.168 0,281% _ 35,227
spplication IP-172.19.131.167 0,002% _ 250
= Visuals IP-172.19.131.165 0.002% _ 220
Peer Map IP-172.19.131.162 0.007% _ 853
Graphs IP-172.19.131.157 0, 008% _ 1,040
= Statisties IP-172.19.131.156  oses 7,312
Mades E — 12.075% [
Probocals IP-172.19.131.154 1.316% 1 164,845
Summary IP-172.19.131.2 = 0.041% _ 5,155
B Wirslees IP-171.67.219.159 0,089% _ 11,125
WL AN IP-171.64.13.9 0.146% . 18,301

e IP-169.254.255.255 i . 0.008% e | 1,064



Pratocal
=+ IEEE §02.11
= §02.11 Data
= 802,11 Qo Data
= SHNAFP

Percentage

L000%

LO00%

LO00%

LO00%

LO00%

L Th6%




Source IP Address: 10241 .1E51.321
Dest. IP Address: 177.19.1321.1EE
B ;:F' TCP - Transport Control Protocol

@ Source Port: 20 LikEp

@ Destination Port: 117%

@ Sequence Number: EOZ0SE243E

@ Aick Humber: 37194E2748

@ TCP Offzet: E (20 bytes)

@ Rezerved: 0000

=-F TCP Flags: £00011000 .. A7 .

Ii 0. .. ... (e Congestion Window HReduobion)
7 0. ..., (WMo ECHN-Echeo)
7 o0 Lo 0 (Mo Urgent pointer)
7 .1 L... Ask
7 . 1... Pusk
() eee. L. (ITe Reset)
) eee. ..0. (Mo SFIN)
) eeee ...0 (e FIND)

@ Windotr: 7add

& TCP Checksum: 0xADZE

@ Vrgent Pointer: u]

@ o TCF Opticos
B ::i=- HTTPF - Hyper Text Transfer Protocol

@ HITP Yersion: HTITFs1.0

@ HITP Status: 0o

@ HTTP Reason: OE=CRz LE=

@ Server: Apache-Coyotesl. l-CR=>LFE=

@ Content-Type: text/html ;charset=I50-8859-1-CR>LI>
@ Content-Language : en-TI8< R LE=

@ Content-Length: L3d-CR»LF*

@ Date: Mon, 08 Feb EZ010 03:z24:0&8 GMT-CR=LE>
@ X-Cache: MIZE frowm 17E.19_ 134 Zo0CR=<LE-=

@ X-Cache-Lookup: MIZE frow 17E.19. 134 Z:31E83<CR=CLF-
@ Via: 1.0 17219134 2:31E8 (=somidsE.6. BTABLEld)<CR=><LE=
@ Comnection: keep-alivesCR>LFE» R LE=

@ Line 1: {<LF=



@ o TCOP Opticms

= '.r' HTTPF - Hyper Text Transfer Protocol

@ HTTP Version:
@ HTTP Status:
@ HTTP Beaszon:
@ Server:

@ Content-Type:
@ Content-Language:
@ Content-Length:
@ Date:

@ X-Cache:

@ X-Cache-Lookup:
@ Via:

@ Connection:
@ Line 1:

@ Line 2:

@ Line 2:

@ Line

@ Line 4:

@ Line &:

@ Line &:

@ Line 7:

@ Line %#:

@ Line 9:

@ Line 10:

@ Line 11:

@ Line 12:

@ Line 12:

@ Line 14:

@ Line 15:

@ Line 16:

@ Line 17:

@ Line 1%:

HTTRS1.0

z00

OF-= CR = L

Apache-Coyote,sl. l-CR=><LE>

text /html ;charset=I80-8859-1=CR>LE>

e -8 0 R L=

& 5 G- DR e L

Mon, 08 Feb 2010 03:23:06 GMT<CR=<LI>
MIZES from 172.19.134.Z<CR=<LF>

MISES from 172.19.134.2:3128<CR=>LI>

1.0 172,192,134 2:31E8 (squid/ /2.6, 8TABLEL4d ) <CR=<LIF>
keep-alive<CR=><LF=><CR=<LI>=

{<LF=

status: 00, L=

gogoFacts=s: ' Ik

service to U.5. domestic airlines. ', <LF>=
serviceInfo: {<LE=TAL=

alerts:[] ,<LF=>TAL=

service: 'Active'  <LF-TAL=
remaining: '20000" < LE=>TAD >

quality: 'Good' _}, <LF*

flightInfo: {<LI=<TAE>

logo: '"https: fSwmmr aa. comnfcontent fimages/ footer/footer ALVacations. gif' , < LE=TAE>
airlineName: 'Virgin Awerica' , < LE=TAR>
flightMuamber: '77 "' < LEScTAR >
departureCity: 'Washington' < LF=>TAE=
destinationCity: '%an Francisco' ,<LE=TA8>
origin: 'IAD' < LE=TAL=
destination: 'SF0' _ }=LE>=

,'errors': []<LE=

b

2.3 RS — Frame Cheark Samiancs



----- P HUST SERUVIUEK: Futurelenselontentserwver i ¥ b U0 LN

..... |. Content-Type: text fosssCR - LE>
..... @ Vary: Aocept-EncodingCR=s LI
..... @ Content-Encoding: gEip<CRrs L=
..... @ Age: 1375<CR><LF>
----- I. Content-Length: S9El<CR» LA
----- @ X-Cache: HIT from 172.19_ 134 z<CR=>LI>=
X-Cache-Lookup : HIT from 17Z.159_134.
----- @ Yia: 1.0 17E.19.134.2:31E8 (=scpaidy/EZ._ 6. S3TABLEl4d) <CR=LI=
-----  Connection: keep-alivesCR = LE S CR S Ll TS 2o B S P UL e I L 2 IO e BT L 2 I L e T L el BTN
----- @ Binary Data: (953 hytes)

]T' ECS - Frame Check Sequence
b I. ECS5: OxE5EITEEIT Calcoculated




..... @ Class:

----- @ Data Length:
----- Q IP Address:
- Authority

----- @ Domain Name:
..... @ Type:

..... @ Class:

----- f Data Length:
----- @ Domain Name:
=Y Ruthority

----- @ Domain Name:
..... @ Type:

..... @ Class:

----- f Data Length:
----- @ Domain Name:
=Y Rdditional

----- @ Domain Name:
..... @ Type:

..... @ Class=:

----- @ Data Length:
----- iy IP Rddress:

3.% FCS - Frame Check Sequence

----- @ Time to Live:

----- @ Time to Live:

----- @ Time to Live:

----- @ Time to Live:

webmail . cosainc. com
1 A - Host Address

1 Iunterost

wabneil cos52iflc. oom.

1l A - Host Address
1 Tuterpet

TE00

4

4. 1E1_95_ 180

COERIIC . OOE.

[Comprassaed Nems]

[Comprassaed Name]

2 N5 - Autbeoritative Name Server

1 Interpet
17E798

1g

nsd? _worldnic. oo,

CaERING . OOE.

IComprassad Name]

[Comprassad Name]

2 N5 - Autberitative Namne Server

1 Imternet
172798

7

nsd 8. porldnio. oo,

nsdf worldnic. oom.
1l A - Host Address
1 Imterpnst

1EEEZZ

4

EOE.1758_ 144 Z4

IComprassad Name]

IComprassad Name]



IPF hddrezss:
0.5 FCS - Frame Check Secuence

... UDP Checksum: OxFELE
:—:|=°1:i=l HetBIOS Name Service - MNetwork Basic Input fOutput System
----- @ Identification: Dx20Z8
=-§ DNS Flags: 0xZ910
..... ) Ol o ii . .. ... Query
..... ) B o T Registration
..... ) S0 L. oLl L Men-Autheritatbive Aunswer)
..... ) S0 L0 L. (Message Nok Truncsded)
..... ] 1 ... ... Recursicn Desired
..... |. O... ... (Recursiom Not Availaklsa)
..... ) 0. L., (Resesrved)
..... |. 0. ... (Authenticated Not Daka)
..... ) L1 .. Checking Disakled
----- @ Questions: 1
----- @ Answers ]
----- @ Authority: o
----- @ hdditional 1
|:—:|=:i=' Question
----- I. Domain MName: DIMMINI =00= fopkstabion
----- I. Type 372 N=e(kBT05 Gemeral] Namse Seprvics
----- @ Class 1 Imternst
=Y Rdditional
----- I. Domain Name DIMMINT =00=> Workskation IComprassad Nams]
..... |' Type J3Z2 Ne(BIOS Gepepral Nane Servicse
..... @ Cla=ss: 1 Imterpet
----- @ Time to Live: 300000
----- @ Data Length: &
El?ﬁi=l Bezource Data
. @ Group Name Flag: 50 iz @ UNIQUE NetBIOS name
----- @ Ovmer Node Type: 00 E mode
----- @ Reserved ] Must be zaro
----- @ Reserved ] Must be zaro

172.15.131.15%



- Fragmentation Flags:

@

@

@
@ Fragment Offset:
@ Time To Live:
& Protocol:
@ Header Checksum:
iy Source IP Address:
3 Dezt. IP Address:

(000
0. . Resarvad
0. May Fraomend
.. 0 Last Frogment
0 (0 bBytas)
1z8
17 UDF
Ox S0 ED
172_.12.131_1E%
172_.12.131_2E%

1 T‘ TP - User Datagram Protocol

& Source Port:
& Destination Port:
& Length:
& UDP Checksum:
Y~ WetBIDS Datagram Service

138 wmetbicos-dom
138 wmetbicos-dom
ZEg

Ox41DD

- Hetwwork Basic InputfOutput System

Packet Type:

Flag=:

Node Type:
Datagram ID:

Source IP hddress:
Source Port Number:
Datagram Length:
Packet Offzet:
SZource HName:

el

Dezstination Name:

17 Direct Group Dategrem
Ox0z Fipst Fregmend

0 EB-Node

Ox204E

17z_12.131_1Ek%

132 metbios-—dom

Z0e

ul

DJMMINI =z20=
HNSHOME =<1E=

Saeprver Servioe

]ar EIME - Server Mezzsage Block

& Protocol ID:

@ Command Code:

@ Error Code Class:
@ Beserwved:

@ Error Code:

=2 SME Flags:

SHME
a7

Ox00
Ox00
0 Success
(00000000

Namea, HBytes Insduk

Success

Mo Mopa Frogmepnts



g wpriatata aramana o

----- @ Major Ver #:
----- @ Minor Ver #:
I:—:lT Berver Flags f(high):

Fro00n milliseconds
DIMMINI. .. ... ...
E
1
Oxl003
Do oo .
B
T
B
o

T

Ox000l
Do o L.
R
T

1k
1
OxAbLE

Dan's Mini Computer

]T ECS - Frame Check Sequence

L. FCS:

OxA921BEAD Caleoulebed

FoleT

Windows NI o DD s5erwels

Mot Server rupming windows For werkgioiil
T Workstation

FoleT
FoleT
ok
ok
ok
ok

2 MHenix server

2 server ruming wibh diel-in serwvic

2 Server sheribpg print gueuws
2 Domain membor
2 Mowell servear

Apple File Protoccol server

Seprver is pot rupming the timersource 5«

Mot Backup domein controller
Mot Primery domein condrcoller
ot S0L Server

Server

WorkStetion

Do ' & Enumerdte domdins

Do ' & Enumerdbe oply antries marked

ok
ok
ok
ok
ok
ok

Buraning Wings or grezter
Bupaing THE

Bupaning 05K

Domain mastar browsal soervar
Mastar browsar saival

Backup browselr saprvar

Saprvar that can ruw browser servioe

"1
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sourczm FIND 4ND DEVELOP OPEN SOURCE SOFTIMARE Welcome, Guestt  Login | Create Acc

Find Software | Develop  Create Project B|EI[:_:! Site Support | About

SourceForge met = Find Sofiveare = OpenBoot TS

Lu OpEnBﬂ'UtTS by chrspaget share @@ ¢ 2§ B3

Summary | Files | Support | Develap

OpenBootTS is a minimal Debian-based LiveCD which, when booted on %86 hardware with a USREP
connected, will act as a GSM base station using OpenBT3S to provide a cellular interface and Asterisk to
connect calls using YolP,

Nexus orie

Download Now! i o | Viewall files ¥ |

Explore in 3D

T 0-geretic iz Ia-121| BB

weii]  hitpfiopenbootts sourceforge. net

THES EDIT

Google

Show project details

wu.google comdphone FAds by

- Ads by G

Ratings and Reviews Shaw: | Everything “|Eﬁ‘ W VERSIONONE VERSIONONE
100% of 1 user recormmends this project Thumbs up: 1 AGILE MANAGEMENT

Thumbs dovn! T | || MADE EASIER
Visibility

[ | The author has extensive experience in PC gecurity (software) and RFID (hardware). Products like +
U thiz have found most use rurally, where the prob is backhaul: Will be interasting to see whera this 'ﬁ‘ Callabo#atinn
goes. —jerry-va WireTapBackground notlang. com —
posted by anonymous 50 days ado it woutd ke o rate this feview, plesse login: 9 Stﬂk‘EhDidEf HappinESE

[ e
SAewe all reviewes B ] (St




ﬁ. File Edit “iew Capture Send Monitor Tools  Window Help

1= TEAadE & ST I9EWT = 8 Q0
Packets received: 58,352 Memory usage: 747 (N
Packets filered: 58,382 Filter state: =  Accept all packets
= Capture | Flows analyzed: | 956 | Flowis recycled: 931 o MR

Packets Events detected: 1642 Packets dropped: |l 4
Il;:tirs Fliow 10 Cliert Addr Client Pork Server Addr Server Paort Packets Bvtes Start Fir
= Expert TSR A5E 1493 PRI RS hittp 1 g - -
Hierarchy 933 1723813153 1491 75.102.73.140 hittp 1 142 IS3F536T2 1E3ITESE
Flat 34 A T2 18131 455 1487 7160136 182 hittp 1 103 3353873 1333554
Application 235 IR2a81 353 1489 156 56.12.199 hittg 1 128 19 33E3ETE 1O EERA
= Wisuals 5 1P R I 53 1495 24 237207 hittp 1 130 $EIRESTTE YEIEREN]
Peer Map 937 17219131153 1485 E7 A7E.166.222 hittp 1 119 193353772 1233537
e 938 17219131153 1439 173.81.125 51 http 1 151 193383773 1933533
- Statr:lsutdt: 939 17248431 188 123 17.151.16.20 ntp 2 238 1eE33ETOYVE YSE3AET
Arstenlk 40 TR 2 N TR V13T 153 dpray 1 30 ISIISEANE  1HIISh
Summary 4] 17218132 328 17218131953 lpcp 1 20 IEITSEAE IEITSE
= Wireless S42 T2 18132 328 1723818 053 h323hostcallzc 1 90 193358208 1933580
WLAR 843 4724843 2 323 17238131 953 cid-zoftware-2 1 80 1933582898 21933581
Channels 944 17218131 .2 N\ 1r2. a3t 153 pe-mike 1 80 1933SEA08 2193355
Sigrel 245 1721841312 328 1218131153 re-cann-prato 1 30 IE3IISEA08 2 IE3ITSEEL
pprade S5 24812 3128 123 as o= 1 80 193358208 1933580
947 47248431 182 63526 239 285255550 z=sdp 18 TATE 193400458 19:3402%
48 ATZIR 1IN 153 1530 7224783170 55346 1 88 IS IEIET IIIEI
2349 17218131153 1531 63.116.30.217 13467 1 86 193402222 19354022
950 4 T2 183 53 1529 24 484243 B5034 1 86 19:34:02323 19:34:02:
25 IT2A8I I 53 1528 95.216.81.158 23639 1 86 13402333 19E402:
85 1T TR 53 1539 24 454 243 hittp 5 538 193402604 19:34:05F
953 17218131153 1537 98 216.81.158 hittp -] 548 193402608  19:34:05¢
954 17248131 153 1541 722473170 hittp -] 508 19:34:02613  19:34:05E
255 1722813 153 1543 69.115.30.217 hittp = 316 193402616 193405K

Event Summary | Event Log | Mode Details
Entries: 1,642

Laver Event Counk

%@ DataLink Broadcast Storm 954

W Application DME Slowe Response Time 1

i, Application HTTP Client Errar 1

i,- Application HTTP Reguest Mot Found =



[a1]

[ VY O T e Y OO s O Y N  w N O s I . T s Y Y e O s O Y Y O I O I e Y S

Prokaocal

IGHMF
DITS

DTS

IMaF
HTTF
HTTF
HTTF
HTTF
HTTF
HTTF
HTTF
DHS

DHS

DH3

35DF
35DF
DH3

35DF
35DF
LIS

35DE
35DE
LIS

35DE
35DF
IGHMF
IMAF
HTTF
HTTF
HTTF
HTTF
HTTF
DTS

35DF
35DF

~ SUmmary
. Versio...
C QUEER...
E QUER. ..
E QUEE...

Src=4d9..
Src=4d9..
Src= .
Src=4d9..
C PORT..
E PORT..
Src= .
Sro=49..
E QUEE..
E QUEE..
Src= 5.,
Src=63..
Src=63..
C QUERY
Src=63..
Src=63..
Sroc= 5.,
Src=63..
Src=63..
C QUERY
Src=63..
Src=63..
YVersio..
Src=49..
F PORT..

arc=

arc= .
Srco=49..
arc= 5.

Arc=63...
Arc=63...

Expert

Wirelesz Client

| S S S ] )
| S S S T S ]

RS N ]
RS N ]

| S ot Y ot Y S Y % Y (et Y (e Y (e Y s Y (T (S s s Y s Y s Y s s T Y Y S Y S S R A

s N T e e e Y N e o O O T N O T T N O T N N O T TR N Ot O T o R T

ERENE
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101
101

101
i

N s e Y e Y s Y e N e N s Y e N s s N s [ s N s Y s e N Y s e N s Y s e e N s e N e s R o N R e R

32 Point

nz.
nz.
nz.
nz.
nz.
nz.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n3.
n04.
n04.
04.
4.
4.
4.
4.
4.

na

- Rogue

- Rogue

HE N = A N P P P
HRH
HRH
HRH
HRH
HRH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HARH
HAR
HARH
HARH
HARH
HARH
HARH
L =]

317803
JZ2ea04
JE20E34
331673
333971
336239
JZ29802
339619
3414335
345443
349534
353291
357653
3ad4399
370734
372953
375412
379035
380135
382487
384807
718045
TZ3081
TZ3321
7268490
729916
735154
739591

745506
747571

ETP Dynamic

ALL=
Grc=
Grc=
Grc=
Grc=
Grc=

3rc=
3rc=
3rc=
3rc=
3rc=
3rc=
3rc=

Z data...

3rc=
3rc=
3rc=
Src=
Src=
Src=
Src=
Src=
Src=
Src=
Src=
Src=
Src=
Src=
Src=

Srir=

| S R R S R R R R R R RS RS RN A

| SO ]

RS G R G R SN I G R G I oS R oS R SN I G R S T SN R oS R N

ETP HNot Marked for Qo3

ETP Not Marked for Qo3

ETP Not Marked for Qo3



ALONG WITH




CONCLUSION

CAREFULL WITH TARGETED ATTACKS

llCORPORATE ESPIONAGE
INTRA-COMPANY ESPIONAGE

NOT THAT MANY BB DEVIGES

SOME TYPE OF “SIEM"-LIKEfS

PERSON'S NAME
USERNAME

MACHINE NAME
COMPANY NAME




F ._-—
1887 PR AJ

R,
AMBER LAMPS

AMBER LAMPS

Bring them!
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@EFFFFN
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