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A security researcher since 1992
Author of some papers and security book

Security tools author, including one to detect

rootkit/malware signs called chkrootkit tool for
Unix environmnet.




Motivation
Concepts

Tool structrure
Detection

What it doesn't do
Scenarios

Demo




Motivation

Because sometimes the current WIDSs fail?
Deep look at Wireless-tools source code
Talks at DefCon and others nice Cons
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Packet: | B o

EIT Packet Info

Packet Number:
Flags:

Statua:

Packet Length:
Timestamn:
Data Rate:
Chennel:
g02.11n Flags:
E ..... 7]

-

Signael Level:
Signal dbBm:
Hoise Level:
Hoise dBm:

o3 802.11 MAC Header

@ “Version:

62

Ox00000000

0x00000000

175

12:08:52.897220000 04,24/72008

1¥ 5.5 Mips

6 2437MHz £02.11n Z0MHz
§00000000000000000000000000010001

iea eecaeeesds wews BRI Tl
- - el ZFOMHZE T OWFEY
12%
-T73
lag
-8
]
300 Management
£§1000 Beacon
00000000
0ive oo-. Non-strict order
sia aaas Non-Probectbed Frame
G. cen. HNo More Data

.0 .... Power Manmagement - active mode

o This 1= not & Re-Transmission
e =0is Last or Dofragmented Frame
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< IEEE 862.11 wireless LAN management frame
+ Fixed parameters (12 bytes)

Timestamp: @x0000006DB42DC18D

Beacon Interval: 0.102480 [Seconds]

+ Capability Information: 8x8411

............... 1 = ESS capabilities: Transmitter is an AP
vevs veu.. ..0, = IBSS status: Transmitter belongs to a BSS
ve.. .8, ... 80.. = CFP participation capabilities: No point coordinator at AP (©x0000)
........... 1 .... = Privacy: AP/STA can support WEP
. ..0. .... = Short Preamble: Short preamble not allowed
ceve wwn. W0.. .... = PBCC: PBCC modulation not allowed
........ B... .... = Channel Agility: Channel agility not in use
....... @ .... .... = Spectrum Management: dotllSpectrumManagementRequired FALSE
. .1.. .... .... = Short Slot Time: Short slot time in use
T = Automatic Power Save Delivery: apsd not implemented
B, ... .... .... = DSS55-0FDM: D555-0FDM modulation not allowed
B.. .... .... .... = Delayed Block Ack: delayed block ack not implemented
B, e e e = Immediate Block Ack: immediate block ack not implemented

+ Tagged parameters (73 bytes)

>

T

SSID parameter set

Supported Rates: 1.6(B) 2.0(B) 5.5(B) 11.0(B)

DS Parameter set: Current Channel: 1

Traffic Indication Map (TIM): DTIM @ of 1 bitmap empty

ERP Information: no Non-ERP S5TAs, do not use protection, short or long preambles
ERP Information: no Non-ERP S5TAs, do not use protection, short or long preambles
Extended Supported Rates: 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0

Vendor Specific: Broadcom

Vendor Specific: Microsof: WPA




802.11 Beacons

Can hide important stuff
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| Packet: ez2|| [ (v
E|=’f: Cisco Proprietary
. ..@ Element ID: 133

ﬂ Length:

@ OUI:

l' Yalue:

ﬂ AF Hame:

ﬂ Humber of clients:
E ;...ﬂ Yalue:
=¥ Vendor Specific
. .@ Element ID:

ﬂ Version:
L. @ CCX Version:
ET Vendor Specific
5t E & Element ID:

ﬂ Length:

Number of
conected clients

Ox0

AFl11

3

Ox000025

221 Vendor Specific - Cisco
&

00-40-94

{3 bytes)

221 Vendor Specific - Cisco
2

00-40-9&

3

3

221 Vendor Specific - Cisco
22

00-40-94

{19 bytes)



File Edit Settings Help

(® scan Network device [ath0 w | Refresh 40 bit crack breadth: |3 |5

O channelle |2 Driver type Other v 128 bit crack breadth: |2
BSSID Name WEP |Last Seen Last IV |Chan |Packets |Encrypted |Interesting |Unique [PW: Hex [PW: ASCII
00:07:40:4D:1A:5C Homenet>4 FriApr21 20:23:39 2006 00:00:00 3 542 0 0 0
00:09:5B:66:30:0E NETGEAR Y FriApr21 20:23:23 2006 00:00:00 11 2 0 0 0

able bridging to wired LAN
ble SSID broadcast
Apply | Cancel |
File Edit Settings _

® scan Network device |ath0 v | Refresh 40 bit crack breadth: 3 |

O channel|6 | Drivertype  |Other v 128 bit crack breadth: 2 |
BSSID Name WEP |Last Seen LastlV  |Chan |Packets |Encrypted |Interesting |Unique [PW: Hex [PW: ASCII
00:07:40:4D0:1A:5C Homenetod Fri Apr21 20:14:18 2006 00:00:00 3 266 0 0 0
00:09:5B:66:30:0E ... Y FriApr2120:13:58 2006 00:00:00 11 1 0 0 0




23:05:

Mbit]

23:05:

Mbit]

23
CH:

23:
CH:

05:

05:

16.386193 Beacon
ESS CH: 11

16.488612 Beacon
ESS CH: 11

17.321039 Beacon

17.629271 Beacon

() (1.0 2.0 5.5 11.

() (1.0 2.0 5.5 11.

(Homenet54)

(Homenetb54)

[1.0 2.

[1.0 2.

6.

6.

0

0

12.0 24.0 36.0

12.0 24.0 36.0

11.0 Mbit] ESS

11.0 Mbit] ESS




Features



Beholder facts

Written in C Ansi and based on IWLIST (Linux wireless
tools)

Changes on AP (SSID, MAC, Mode)

Channel and encryption proto changes
Meaningful signal level variations

Syslog support to large networks (many sensors)

Not just another network scanner




Features







Karma

KARMA 1includes patches for the Linux MADWif1
driver to allow the creation of an 802.11
Access Point that responds to any probed
SSID. So if a client looks for 'linksys', 1t
is 'linksys' to them (even while it may be
'"tmobile’ to someone else). Operating 1n
this fashion has revealed vulnerabilities 1n
how Windows XP and Mac0OS X 1look for
networks, so clients may join even 1if their
preferred networks 1list 1s empty.

DHER-Ofter; i
RORS/RTR disnitfing,
Redirect:H TR-traffic-to,malicious.server,




Karma with steroids

Karma re-burn

MadWifi patch changed by Aircrack-ng tools
Easy to write new xploits

New power with DNS D. Kaminsky vulnerability

New Xxploits are imediately available to add In
Metasploit.




Regular Expression

fhla4@N([e<I00k)| <IN (R <D ()i +A
((d)([t\+]h))[3ead@]\s+pll1][ad@]n[3e][t\+]/i
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What beholder

Put interface in promisc mode
Put interface in monitor mode
WPA/WEP stuff

Access Point or client weakness




Availability

For while...
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Karma detecion

Lk3AdT |

B K3fdhg

HjvfAp . Karma




Scenarios

Alert for missing APs(RegEXx)

beholder -m “mynets” wifidev




Scenarios

Alert for missing

beholder -m “mynets” wifidev

y u Default




Scenarios

Alert for missing

beholder -m “mynets” wifidev

W
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| don't




Scenarios

Alert for missing

beholder -m “mynets” wifidev

Default




Scenarios

Alert for missing

beholder -m “mynets” wifidev

“U” yh‘u HHH

Default




Scenarios

checking for similar essids via RegEX

beholder -r “myne[t7]s.*” wifidev




Scenarios

checking for similar essids via RegEX

beholder -r “myne[t7]s.*” wifidev

Mol Mol r&:ﬁ;ﬁets \ol H

mynets

B




Scenarios

checking for similar essids via RegEX

beholder -r “myne[t7]s.*” wifidev

= Aol

default




Scenarios

checking for similar essids via RegEX

beholder -r “myne[t7]s.*” wifidev

Hw&d

= Aol

default




Scenarios

checking for similar essids via Reo¢

beholder -r “myne[t7]s.*” wifidev

HHH

= Aol

default




Scenarios

Large environments

Syslog
server

swatch sending a mail/sms/snmp trap/etc




Let me see the code

a N
BEHOLDER Code
Detect, Regex, Etc.
A\ - /
« N
IWLIST Code
Beacons, WiFI interface
A\ /

|

Hardware

W:SHE\
29 27
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Let me see the code

Struture
Initial scanning

Infinite loop

Jamming detection
AP/AD-Doc detection
Anommalies detection

Changes on Mac, Channel, mode, etc.
Similar names (essid) detection
Missing APs detection

Random requests (karma detecion)

Look for karma responses




Let me see

REGEX implementation:
Two functions

Compile:

int regcomp(regex_t *preg, const char *regex, int cflags);

Compare:

int regexec(regex_t *preg, const char *strings, size_t nmatch,,
regmatch_ pmatch[], int eflags);




Let me see the code

Karma detection

char *karma_trap(int skfd, const char *dev){
struct iwreq wrq;

[...]
char essid[KARMA TRAP_LEN] = "XXXXXX";

[...]
// Create a random ESSID
mktemp(essid);
wrqg.u.essid.pointer = (caddr_t) essid;
[...]
/[ Set random ESSID
if(iw_set_ext(skfd, dev, SIOCSIWESSID, &wrq) < 0)
[...]
// Get random ESSID
if(iw_get ext(skfd, dev, SIOCSIWESSID, &wrq) < 0)




Let me see the code

Jamming detection
while (ap_temp)

i{f ('wscan_init) /* AP table empty */

jam++;
if jam == 3) // if table empty after 3 seq scanning

print_out(slog, "ALERT: Danger, Will Robinson!
Jamming SeWﬁe detected\n");
rea

;
;
;
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Rembember:

Help doesn't always come from where you expect

PUBLIC OF SINGAPORE
NTITY CARD NO. S

e mw e w - D " B R N Y O R i § TR I e RS ==, e

Mame

BATMAN BIN SUPARMAN

Do ybgw ¢ ey

JAVANESE

Date of birth Sex

13-05-1990 M | ,
Mmhm iy

SINGAPORE

g v g S s S e A e e o AP # < parrany o Ol _---r-r-'-uw-lr-"'l.-"-'"-""'l" "Fﬂ



Pick one free

http://www.beholderwireless.org
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