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SOCTAL ENGINEERING

Dress = $300. Rented Tux = $200.
Bypassing Secret Service to meet the president inside the White House =
Priceless!

STRATAGEM 1 SOLUTIONS

"DEFENSE  THROUGH DISCOVERY"




gem 1 "Deceiving the heavens to
cross the sea”
H :lj(\ I—

(Using the the 36 stratagems for Social Engineering)

Jayson E. Street, CISSP, C|EH,
GSEC, GCIH, GCFA,
NS IEM, IAM, ETC...
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Hacker/Social Engineer

INFOSEC talk = slide like this ;-)

Wu (Tzu) “Ping-fa”(The Art of War)

arfare is based on deception. Hence, when able to
K, we must seem unable; when using our forces, we
t seem inactive; when we are near, we must make
enemy believe we are far away; when far away, we

t make him believe we are near. Hold out baits to

e the enemy. Feign disorder, and crush him.
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story of Social Engineering

beginning of time before it had a name it
INng used as an effective form of attack.
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E. differs between cultures
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ed Persuasion

3ased Persuasion

ocation-Based Persuasion




he new OSI| model

s over used time for a new vector.
od but getting better defended.
s guarded and can'’t be patched ;-)

The Seven Layers of OSI
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. "Killing with a borrowed knife”
EPAEVAN

urn an enemies asset against him
ot t?g employee be the attack vector)




"Killing with a borrowed knife”
EPAE TN

Cont...
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Steven Lichtenberg
Washington D.C. Metro Area

Current ¢ volunteer EMT-B at GWGVFD
« Principal/consultant at Lichtenberg Associates
« VBOC Instructor at Montgomery County
Volunteer Fire Rescue Association
1 more...

Consultant at Northrop Grumman Mission
Systems
independent consultant at innov8cs
SR. Software Engineer at Jenark Business
Systems

2 more...

Education University of Maryland College Park
JFK High school

Recommended é) 2 people have recommended Steven

Connections . 138 connections

Industry Health, Wellness and Fitness

Steven Lichtenberg’s Summary

A strong 20 year career in database design and development. | am now
extremely interested in First Aid and Safety education and have participated
in many training opportunities with both military and civilian agencies.

Instructor for CPR/AED/First Aid as well as an EMS instructor and EMT-B.
Looking to expand this side of my life more.

Have taught IT and technical courses for community college and local




"Killing with a borrowed knife”
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'Killing with a borrowed knife”
g5/IRA
Cont...
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Your Connections to OGE Energy Cor Top Locations - .
i P * Oklahoma City, Oklahoma Area ‘p ﬂ
To see how you're connected: Join Now or Sign In (238)

* Tulsa, Oklahoma Area (7)

Popular Profiles at OGE Energy corp Headquarters Oklahoma City, Oklahoma

Area
Amy Wegner, Recruiting and Placement Industry Utilities
Reid Nuttall, VP Information Technology, CIO Type Public Company
Scott Milanowski, Director Utility Transformation - Smart Grid Company Size 5,000 employees

Duane Kenyon, Dir, Business Systems Website http:/www.oge.com

Randall Moss, Global Master Scheduler

................................................................................................................................................ Common Job Titles Manager 4%
. . Project Manager 4%
New Hires and Recent Promotions at OGE Energy Corp Application 3%
Scott Milanowski, Director Utility Transformation - Smart Grid Support
was Strategic Planner - 4 months ago Coordinator
X . . Executive 3%
Donnie Jones, Director of Operations Assistant
was Director Business Performance - 4 months ago ,
Top Schools  Univ. of 14%
Lisa Cochran, Sr. Deployment Analyst Oklahoma
was Sr. Process Designer - last month Oklahoma St. 11%
. . Univ.
Bill Busch, Manager HR Business Partners )
was OD Consultant - 4 months ago Slr:lishoma City 8%
Sandra Longcrier, Marketing/Message Management Univ. of Central 6%
was Corporate Communications Supervisor - 3 months ago Oklahoma
Univ. of Central 5%
To see more new hires & promotions: Join Now or Sign In Oklahoma - Coll.
of Bus.

Administration

@ Jobs at OGE Energy Corp Median Age 37 years

Gender Male 61%

Job Title Location Hiring Manager Female 39%




5. "Looting a house on fire”

2 KFTH)

economy creates the proper kind of chaos
for a subtle attack.




. "Luring a tiger from its lair in the mountain”

AR

or the worker to take his network (laptop) to you.

@ Getting Started 53 Latest Headiines,
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15. "Luring a tiger from its lair in the mountain”

E R B

SOLUTIONS
OUGH DISCOVERY"







36. "Escape - the best scheme”

ENE

should have an exit strategy in case the attack fails
becially if you are doing it in the “real world”).

THIS CARD MAY BE KEPT
UNTIL NEEDED OR SOLD

GET OUT OF JAIL
FREE




now what can we do?

CAREFU

IT’S NOT YOU F
SHE'S INTERESTED |

Y ?Nsl-\h\d
Will You +ake the bait?




Okay now what can we do?

I'm tired of these Motha FSCKing Users!

With Motha FSKing easy to guess passwords!




ay now what can we do?

t understanding where the opponent's
3sses are you cannot borrow their strength to use
them. (Cheng Man Ching)

.dissectingthehack.com
p1dd3n.com
adhacker.net
.social-engineer.org/
ragard.com

.Sans.org

street on Twitter ’L




W let's learn from others

ssion and Questions??7??

veral minutes of uncomfortable
e It Is your choice.

X

This concludes my presentation Thank You




Those Links Again

| .dissectingthehack.com
1dd3n.com

ldhackennet
.social-engineer.org/
agard.com

sans.org

street on Twitter




