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Overview % &

Setting the scene.... -
= What do we need to survive...and how will we loose it
= Cars (updated from B-Sides.....with guest appearance from Boeing)
= Breaking it down

Tractors....Seriously?
= What started it, and why...
= Methods for accomplishing the “evil genius plan”
= Lynch mob time from the men in overalls....

All things with engines:
= Mass transit, boats and other benign things.
= B1l’s and Tanks
= Boeing again, this time Dreamliners ©

Q&A: Ask questions throughout....



Survival Requirements 2 % g
% Nl
Heat - Covered with SCADA Hacks (or we’ll leave it up to

the Stux variants © )

Light - See above, traditional SCADA, or more updated
SmartGrid hacks....pick your poison.

Water -Web enabled pump monitors...open pump stations,
SCADA and other vulnerabilities.

Food - Got that covered at the source (See tractors) or
we’ll hit the supply chain.

Communication - All yours, we need to leave something

Transportation - Got that covered here...



SCADA Networks

[The default password for authentication of the new settings 1s “admin’".

[Pressing ““Set” will cause the Anybus device to reboot and after that the new settings will be enabled.

ADAM-6060(6) Module

8. TYou are now ready to configure the Device Server. Double-click the Device Server you just

assigned the temporary IP address to, to open a configuration session. Type superuser (the
factory default Admin user password) in the Login window and chck OK. — Adam DI Status
Note: The default password of ADAM-6000 is “00000000”. Please make sure to keep the correct O “ G o Low Byte (Hex)
password by yourself. If you lose it, please contact to Advantech’s technical support center for DIO D1 DI2 DI3 T
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Top Left, Initiation string for cooling
mMmodbus /TCP
plant shutdown...attached to @ | <transaction idencirier: 20
protocol "ddentifier: O

reactor.

Tength: 11

= Modbus
function 23:

unit Hddentifier:

5 §

Read write Register

Right, reconfiguring a digital relay to
or take down a

blackout a city,
transport system?

read reference number:
read word count: ©
write reference number:
write word count: O
byte count: O

Data

Q

O




Worst Case... No Rules

000 Navigation

GD' @ @ @ w/%z3buiIding_picture?as=action-set&oldlocation=9 {}V\ _E n VI r()_ n m e n ta I CO n t ro I s fo r b u I I d I n-g S I/
v e g o ot 5 o sunrere- e o e o 1NClUAING  Datacenter and UPS Suite.
%) Navigation @ )N MySQL:Select a Mirror o+ d

— Mostly_ web enabled.....and 3 party
Up One Leel accessible
Computer Room
e First you are cooked......

F

Then, using the devices to the right,
it’'s possible to duplicated your RFID
tags, and lock you out of the
Datacenter......

So now you get to watch from afar...  ag 3 SCADA vulnerability is used to

= —————— .| traverse the power grid and turn

off your electricity © ...Would
Sir/Madam Like their server rare,
medium or well done?




Cars — Overview (and updates) s

Main CAN networks within a vehicle,
the image only shows a low number of
devices attached to the networks.

m - Lm)s
m — - . Wmf’fwmbnlvorsal light
w ul.m.—_ - : -
CAN and MOST networks r{ g 108808 | v}
interoperability within the vehicle. o o S | “mx-m:.\lhm !
- ] ] rive train s : i -  light i A&
Primary access is via the Bluetooth \ = 7 Lavpaon-uce
interface which can be on either Uh e e N
system (we love standards...not!) Danetsal motor
M()S'l‘ Universal panel

CAN  Controller area netvrork

GPS  Global Positioning System

GSM  Global System for Mobile Communications

LIN  Local interconnect network

MOST Media-oriented systems transport PEI Technologies




MOST Architecture

The communication profile defines that
in a CANopen network there must be at
least one master application and one or
several slave applications, the main
target for the management of this is the o o o
CGW (gateway module)

OSI Application Layer 7

Applications being defined as ABS, OSI Data Link Layer 2
Cruise control etc...

Open Systems Interconnect Reference Model

e Application AFPPLICATION PROGRAMMING INTERFACES

(@ Presentation ) _

\§ Tresematon ) WEEEEETEERETERE Every slave node contains a state
(® session ) machine with the four states called:
- - 1. Initialization,

];.124 Transport /,: NETSERVICES LAYER 1 2. Pre-OpeI‘atiOI‘lal

3. Operational
4. Prepared

3 Network

2 Data Link .'] MOST TRANSCEIVER

There’s primarily 5 different
management messages that can be
sent to these nodes:

[ Physical 'j FOT'S, CONNECTORS AND FLASTIC FIBER




CAN (Bus) and AUTOSAR

(Controller Area Network) AND (AUTomotive Open System Architecture)

Thanks to jcelectronica.com for the graphics!



Intellibus Exploded
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Thanks Boeing for the graphics.....now, pick your entry point!




The Easier Way......

Vehicle tuning software freely available, most of the systems have the
necessary embedded logging, monitoring and management software.

AutoEnginuity's ScanTool C CAN23Z2HSW

=13
. Datalogging Vehicle Options Help File  Settings  Options  Help

[ © | | ®Stopped | Datalogging File Playback Speed [| Get Version | Set Speed & Open | Close | Poll All |

Ked@g

f Time Time Auto Poll Auto Poll
Ml Stamp On | Stamp Off on off Poll One I
oot o < EETTTTE T TR—
—Send (value in hex)
Diagnostic Trouble Codes (DTC) +~ Computer Interface

oK I i 11bit ID DLC Data Byte 1-8 Send
\\ (¢ Auto Detect Serial Port ' IU1a l3_ l11— lE lg l44— l; E F lg Send I Multi
\& " 1USB or Manually Set Serial Port |1 5' Cancel I

— Result

| =l W Prirt Chars

[V Using Wireless Connector

) ) [V Auto Scroll
I” Allow Non-Standard USB Serial Adaptors (Belkin)
[V Automatically Connect on Launch |50
Actuation — - Clear Result
~Yehicle Interface —

Command Name text after

) printing this
e Wehicle Interface Type: ICAN (29:Bit) '| i

number of lines
(0 to disahle).

Initiaization Type: |CAN Physical Addressing 7]

I” Use Fastiode (CAN and GM) Pause I

[ Use HeartBeat || [ Clear I
There is also logging software that once connected to the vehicle will

initiate a sniffer/management interface to be able to query what devices are
embedded. (ALL can be run via Bluetooth over RS232)
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Our Test Subjects...

#Actuation
Command Name Commanded | Units Instructions/Notes
[0 Clock Fuel Injector 1 Initiate Engine must nat be running
[ Clock Fuel Injector 2 Initiate Engine must nat be running
O Clock Fuel Injector 3 Initiate Engine must not be running
[0 Clock Fuel Injector 4 Initiate Engine must nat be running
[ Electric Fan Initiate
[ Fuel Iniector 1 Off (At Idie) Initiate Engine must be idiing
[ Fuel Iniector 2 Off (At Idie) Initiate Engine must be idiing
[ Fuel Iniector 3 Of (At Idie) Initiate Engine must be idiing
[ Fuel Injector 4 Off (4t 1die) Initiate Engine must be iding
|<-||Man Canlina (Fram 92010 12011 Initiate g

\w:tuation /éehicleNotes /
Mercedes S600 interface

Main Audi/VW group interface, this
Porsche Interface was done on an A8SL

Think of all the fun you could have bringing the Presidential motorcade to
a standstill in the middle of DC one day...(Kidding, honest)



Targets

Engine ignition (spark, timing
Emissions controls

Heating/air conditioning
Suspension systems

Lights, horn, wipers, defrosters ...
Braking (anti-lock brakes)

Seat & pedal positions

Safety systems

Security systems

Fuel injection

Collision avoidance systems
Navigation systems
Transmission controls
Entertainment systems
Steering (steering assist Etc)
Communication systems

Noise cancellation

e Current vehicle designs have +/- 100 processors/microprocessors/chipsets

¢ Number of processors expected to double within the next 5 years.

e A typical car contains about 5 miles of wiring



Tractors... %0 §

e Why
= Blame Jesse, and a late evening over pancakes

e Why again?
= Because cars are single/one-time hits
= Because nobody else has done it
= 2 Billion metric tons of food (more on that later)

e Seriously?

= Yes, seriously, bear with us on this...we are not
going to give away the code, but we’'ll at least
point you in the right direction.



How to Tractor Jack...

Several components to the
art of tractor configurations

Main target needs to remain
obliviously the distribution

Same process as
virus/trojan propagation,
you need a host and a
carrier

Distributed architecture (We

love FTP Servers)

Simple code insertion and/or
manipulation




Method 1 - Variables _ e

Easier of the two methods, still involves a re-
write of the configuration file, however the
depth variable JUST needs to be fooled.

Ensure within the code you at least attempt
to “hide” the variables.

GUI Depth has to remain “constant” whereas
code depth variable can be adjusted for a
different unit of measurement WYSIWYG
(Not!).

Within two of the consoles the variables are
standard library input/outputs, so the
knowledgebase necessary is minimal.
(cin/cout) for one of them.

In ALL cases a detailed understanding of
ISOBUS will be necessary (John Deere'’s
ISOBUS Data Dictionary is 159 etc.)

IDA Pro Software...

T‘IDA - C:\Program Files'GS Live Update'LiveUpdate'GSLiveUpdate.exe
File Edt Jurp Search View Debugger Options Windows Help

s e=rEREE-_ §H  §#=#xasneE

BEe|EE7 s Ae /0] [N =]emn]l EEEANIED
B[R = N[ w8 W K= gl e R e A

FECELR A
B! i

10A Vi | 5 Her Views| 38 Expots| B2 Impons N Names |+ Gtings|

UPX0: 80461000 ;org 461000h _ﬂ

UPX0: 06401000 assume es:nothing, ss:nothing, ds:UPX®, fs:nothing, ¥ st 00533650
*|upx0: 00461000 dd 2B901h dup(?) e — e

* |UPXB: B04AF 404 db 2 dup(?) I Loadl g DOS3BEEC
P |UPX0:004AFL06 word_4AFAOE  du ? ; CODE XREF: UPX1:0053377c | 1 GetPrectddess 00536570
* UPX0: 004AF 408 dd 52FER dup(?) I VituaProtect 00536574
UPX0:004AF408 UPXO ends 1 Vitualiloc 00536578
UPX0: 064AF 468 1 VitualFree 0053657C
UPX1:004C4000 ; Section 2. (virtual address 866C4000) 1 EsitProcess 00536580
UPX1:004C4000 ; Virtual size : 00070000 ( 458752.) T FresSid NNRIRERR
UPX1:004C4000 ; Section size in file : 0006FABD ( 457216.) [Limluf45

UPX1:004C4000 ;
UPX1:004C4000 ;
UPX1:004C4060 ;
UPX1: H

Offset to raw data for section: 00006400

Flags Eonmooe: bats Dxeutanle Reasnte v [

Alignment : default

’ .. 00000005 C
UPX1:004C4000
UPX1:004CH000 ; Segnent type: Pure code mell. 000005 G ABAY
UPX1:004C4000 ; Segnent permissions: Read/Write/Execute e Q0. 00000005 C vl
UPX1:004C4000 UPX1 segnent para public 'CODE' us(|™.sc00.. 00000008 C  7~wiBg)
UPX1:004C4000 assume cs:UPX1 ! rse00.. 00000005 C i, \g
UPX1:004C4000 ;0rg 4C4006h . ) rrc:00.. 0000046D  C <%aml version=\"1.0V" encoding=\"UTF-8\" standalone=\"yes\"?> Yrindas.
UPX1:004C4000 assume es:nothing, ss:nothing |.. .00, 00000000 C  KERNEL32DLL
il s ONANNAD___ . ADVAPIZ? dl

JUNKNOWN  004AF408: LIPY0:0044F408 [

[Executing function ‘main’

Compiling file 'C: \Prngram Fﬂes\IDA Free\idc\onload.idc'.
Executing function om.oad

IDA is analysing the input

You may start to explore (he mput file right now.




Method 2 - 1+1=3 Code

Some of the systems do not use

simple depth variables, for these
we need to do some math
adjustment

Code dependant upon
manufacturer...

Simply put we need to influence
the libraries that are in place by
adding in “our” own adjustments

Specify (declare) the integer and
then ensure the correct library
variables are found, and then just
simply cout/cin!




Deployment %7 g

e Coding done, deployment method is by utilizing the exis-ting
infrastructure (and programs deployed by manufacturers)

e Two options here
= Upload to manufacturer’s server (use your imagination!)

= Direct influence of the endpoint devices (PC’s that "manage”
the in-tractor consoles) This can be done by identifying
networks and then the correct open ports..hint (use a
bloody sniffer & proxy on your code!)

= Don't forget the language variants for the config files!

o Certify/Sign the code, a couple of the sneakier manufacturers
have some level of security. Circumventing this is simply
taking the original code, decompiling (IDA Etc) and then
reverse engineering into the authentication methodology.



Now What?

Code deployed, now it's a matter of waiting for the
updates to be picked up by the endpoint PC’'s

From PC’s (which automatically pick up updates)
the consoles on-board are updated via USB
cable/card/stick.

As long as you’'ve done your work correctly new
configuration will be accepted by the terminal and
adjusted/rates are now offset to your specifications.

Our test subjects Yellow/Green tractors accepted
the modified code on the second try...(the © test)



Now We Wait... ..; ,
*

e Given all that’s past the following happens:
= Crop sown March/April
= Sprouting 2-4 weeks later (IF it were normal)

= Configuration file 1 should have a shallow setting thus increasing
frost and/or wind damage (roots etc) (1+1=1.5)

o At this point crop producer realizes they have an issue,
and re-seeding would occur, then we have two options.
= Same configuration file 1 would have the shallow setting thus
increasing wind damage (roots etc) (1+1=1.5)
= OR secondary configuration file is available that now has a depth
variable of 1+1=4 (or more..) so crops would “eventually” come
up...but too late for harvest
= OR given we have access to planter, and it's possible that depth
would be suspected, modify the spacing variable and decrease
yield (seed weight variable in some Mnf.)



Target Audience % g :

USA - Corn, Wheat and Soy
Brazil - Soybean, wheat and corn

Europe - Wheat, barley and oilseed

China - Wheat, barley, oilseed and
rice

Russia - Wheat, barley, corn and

sunflower

Rough estimates we could affect
approximately 1.5-2Billion metric ton
of food production...not bad for some
minor edits and coding to

configuration files



Target Audience - Revised! 5,

Due to the threat of lynch mob behavior from the Thotcon

crew in Chicago we have REMOVED Barley from the
target list (and hops)...thereby preserving the BEER....
and still destroying food!

USA - Corn, Wheat and Soy

Brazil - Soybean, wheat and corn “ee“ Baer Image

Europe - Wheat, and oilseed

China - Wheat,, oilseed and rice

Russia - Wheat, corn and sunflower

Rough estimates we could affect approximately 1.5-
2Billion metric ton of food production..not bad for
some minor edits and coding to configuration files



Busses, Reasons and Logic. s % ¢

Transportation:

= 1,100 targets in Denver, Lots in Chicago!, and those are just the ones we
know have Cummins Diesels (Las Vegas ones have Cummins ISL and hybrid
engines...and we've tested those in-situ)

= Freely available data on the Internet on city by city location for assessing
impact.

Ease of access:

= Wireless and other methodologies for management of the facilities, busses,
engines is readily available and does not take a genius to acquire.

= None of the 3™ party software packages consider security in their
design/implementations

It’s a mobile target.

= 40-60 human capacity, seen the movie “speed?” we can do it better, faster
and cleaner.

= [It's a bus, its there, there’s lots of them and they frequently stop and
present themselves in easily locations...lot less hassle than taking out a bank
these days!



Architecture and Access Points

Location, location, location:

Bus depots, unguarded, lack of security and ease of access, most major
hubs have insufficient controls both physical and electronic.

Refueling points, these are aIreadY stocked with the necessary AP’s that can
be watched, cracked and eventually cloned onto your own AP.

Just ride the damm things, take public transportation ©

Architecture:

Wireless, several different implementations observed/tested/used so far,
some simple 802.11, some utilizing the 850-1900MHz (Cellular modem
systems that also have the GPS units embedded)

OBDII/J1939 connectors if you have to do the physical connections first to
check out what your quarry looks like close up (SAE standard connectors)

Access Controls:

Access Point (used both a re-configured AirMagnet AP as well as a Sprint
MiFi to test out.

AirMagnet's wireless suite through to Backtracks arsenal of tools, this gave
both the initial “what am I dealing with, through to providing the cracked
WEP keys necessary for the build



Bus Menu, Pick your Targets... 3 % ¢

o

Transit Museums TTTCTOTCTIOTS
ISpecial Projects _
: : RTC Transit
rail / school bus / taxi
Aviation
Railways Current Roster
ISchool Bus
Fleet Numb:
Taxi oot Number(®) Thumbnail 4 ¥ear | Mamsscians Model [ Engine [ Transmission [
] ]
fch =
. i
YT 300-345 2008 NFI C40LFR Cummins Westport ISL Allison B40OR
Ty &9 G 6-speed
pox
What links here
Related changes
. : Detroit Diesel Series 50 Allison B500R
Upload file 504-509 5| 2002 Neoplan AN460LF
bpeci EGR 6-Speed
pecial pages
Printable version
Permanent link
I . Allison BSOOR
520-525 1996 NFI DE0HF Detroit Diesel Series 50
4-speed

Thanks to a Canadian transit discussion boards we have a full menu of
what’s running, where it's running and what engine, transmission and
systems are installed.

Think of it as “fishing with a menu” it’s coordinated, target practice.



Busses, the “take down”

Game:

=  Configure access point based on prior work done (wardriving the bus depot,
crack the WEP password and then configure “duplicate/secondary”

= If you are going in S/W based they you’ll need the necessary Cummins
software downloaded, installed and your wireless cards communicating on
the COM ports ready to work. (if using CAN only then CAN232HSW is a good
program tfor USB/Wireless activities.)

Set:

=  Wait for your bus...ensuring your AP is advertising, and you have Cummins
INSITE program locked, loaded and waiting. (as above this is necessary for
both S/W as well as the

= If you are going for a simple re-flash instead of full access you'll need the
INLINE program with the modified configuration files locked/loaded and
ready to send.

Match:

= On the busses tested there’s a 4 digit code between the cellular/802.11
access controls and the main driver interface units, lockouts are not enabled,
let the brute force begin. (simple port login code/authentication retry)

= Controls accessed once on the network (and authenticated) now it's possible

to use the INSITE/INLINE programs to interface with the Cummins engine
management systems.



Busses, the variables

Eco Friendly things:

=  Some of those damm busses now have batteries, never fear, UQM comes to
the rescue, same basic methodology, however instead of working with RPM
and other stuff, you get to play with voltage.

Detroit:

=  Wait for your bus, accurately identify it as a Detroit, and go get coffee, they
are old and they run on coal and capacitors....they are also leaving the
playing field....if anyone gets a crack on one let me know (Caterpillar too)

If you have to go find the codes:

. CIDetails gn the CANBUS and AUTOSAR speed/modules and offsets get that
ata in

Physical:

= Two main options, either OBDII connected engine management scanner
(several options available) or there’s now a lot of Palm pilot management
systems that will read the majority of engines, however not used these on
the busses....play/experiment at your peril etc.



Bus not stopping? Wifi to the rescue

- , —It?‘r‘ - Sludi Management software
—System Confiauration Files i — for the hybrld engIHES,

Edit System Configuration: Default_RTD.gsc

General TorquefAnalog I Digital/CAaN ] th | S a I SO WO I‘kS fO r th e
e mall type busses (tried
These tab:z: cobrlltrol l:orq;.le limits acting on the moto&* 0';/er its spee;il range. ':'he 100% Aacel l:l;ble controls maximum nliotoring, the
100% Brake table controls maximum generation, and the Creep table controls torques when “zero torque® is requested.
and tested)
RPM: o 300 600 S00 1200 1500 1910 2100 2400 2700 3000 3300
100% Accel Torque| 200 | 200 || 200 || 200 | 200 || 200 [ 200 || 200 || 200 [ 200 | 191 || 173
Okwy Bk 13kw 19k 25k 31kw 40k a4k SOk S7kw 60k 60K C o n C e t i S sti I I t h e
100% Brake Torque | 200 | -200 | -200 || -200 || -200 || -200 [ -200 || -200 [ -200 | -200 | -191 || -173 p
-Okw  -6kw  -13kw  -19kw  -25kw  -31kw  -40kW  -44kw  -SOKW  -S7KW  -60KkW  -60KW same ’ t h e AP n eed s to
I~ creepTorque | o | o | o | o | o | o J o | o || o | o | o | o be con f i g u red fo r t h e
Ok Ok Ok Ok Ok Ok Ok Ok Ok Ok Ok Ok -
—Speed Safety —Hand Controller Settings b u S to reco g n I ze a n d
In situations where the motor speed goes over these speed limits, the system ) i
will reduce the motoring torque to prevent the motor from going faster. Note: Values in volts. Range: -0.5¥ - 5.5 assocCla te .
—Forward Direction —Reverse Direction Accelerator Brake
Speed Limit (REM): [ o0 | [ 3600 MaximumError:[ 38 | [ 475 . “ iy e
Next, simple 4 digit pin,
RPM Range for Maximum Allowed: I 4.5 I 4.5 - -
Torque Reduction: 300 300 elther CraCk Or SOCIaI
Minimum Allowed: I 0.5 I 0.5 - -
|| Torgue Limiting (' Accel->Zero Torque ' Accel-=Zero Torque e n g in ee r It, a n d t h e n
— over Range: | ¢~ Accel->Brake T ¢ Accel-=Brake T Minirmurm Error: l -0.1 I -0.5 -
L — ouadratic ccel->Brake Torque ccel->Brake Torque fl re u p th e U Q M M OtO r

S— S/W
There’s two options on these types of assessments, either a rapid re-flash of the
configuration files (UQM configuration package) or the “Reader” which can be

configured to run either wireless or Bluetooth over the Coml1l/3 port (serial re-
mapped or just use O/S built in options)




Things That go Bang...

Intellibus Missiles and

X-47 UCAV's Boeing &

Northrop networks...

Intellibus
meets IVHM
Health
management




Pause for Thoughts....

Data Security Is...

Protect information from those who are not authorized to receive it (intrusion and
espionage)

Protect against the misuse of information (authorized users included in this!)

Anticipate and monitor threats to a company and build effective countermeasures

(Left) companies on PC/HIPAA/SOX Etc.....The auditor’s
eaten the only portion they care about....the rest of the pie
doesn’t need to be PCI compliant.....who's watching it??

Back to the “if you’re going to do it then do it
right...first time”

Hence the need for a more in-depth analysis than just the
penetration testing. A malicious hacker WILL have
interest in the rest of that pie....




Thank you! (Questions?)

One World Labs (OWL) works with individuals and organizations ranging
from small operations through to multinational corporations and regularly
partners with some of the leading organizations in the field of Information
Security.

OWL assists businesses with all areas of data security, architecture and
design, including security assessments, and critical incident response. Our
in-house laboratory allows us to work at the forefront of vulnerability
research, and provides valuable intelligence integrated into our service
offerings. All security services are conducted by experienced and certified
information security specialists.

OWL maintains a presence in the community with regular presentations both

at conferences and on TV/Cable channels.

Doing what little one can to increase the general stock of knowledge
is as respectable an object of life, as one can in any likelihood pursue
- Charles Darwin




Legal Stuff...

No part of this publication may be reproduced or transmitted in any form or
for any purpose without the express permission of One World Labs, Inc.

Data contained in this document serves informational purposes only and
does not constitute legal, regulatory, or technical advice to any specific
person or entity for any particular purpose. (Nor does it demonstrate a
legitimate reason to go and duplicate what you see!)

O.W.L has no control over any information that you may access through
the use of links contained in these materials and does not endorse your use
of third-party Web pages nor provide any warranty whatsoever relating to
third-party Web pages or any information found therein.

There’s probably more legal language, but you get the idea, you are on
your own insofar as your actions (I'm around for any questions)

Copyright,2011 One World Labs (All rights reserved)



